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A fundamental guestion

* Is it really possible for a system of norms, rules
and decision making procedures to avert the
diffusion of sensitive knowledge and safeguard
It from misuse?



Technology controls: Fine but why?
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Technology controls: Cont'd

% “Unlike raw materials technology provides the recipient with an enduring

improvement in capabilities”
Mastanduno, M.,Economic Containment: COCOM and the Politics of East-West Trade, Cornell University Press, New York, 1992.

% "“The real acquisition of Western technology was accomplished one graduate

student at a time”

Reed, C.T., Stillman, B. D., The Nuclear Express: a political history of the bomb and its proliferation, Zenith Press, Minneapolis,
2009.

% “The nature of nuclear problem confronting mankind is in its fundamental sense, a

problem of knowledge”

Smith, K.R., Explaining the Non-proliferation Regime: Anomalies for Contemporary International Relations Theory, International
Organization, Vol. 41, No2 pp.266, MIT Press, 1987.



How Is technology transferred?

intangible transfer
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Technology
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instructions, skills, training, working
knowledge and consulting services and may
involve the transfer of ‘technical data’



Technology Controls: challenges

‘*Pace of tech. changes

‘*Limited role of customs (nho borders, end-users
etc.)

*Irrelevance of traditional XC concepts

*Towards a system of monitoring



INndustry as first line of defence
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Science and Export Controls

Research Community and Academia
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Science and Export Controls: Cont'd

Scenarios 1n the EU context

I. Transfers of equipment

I1. Transfers of technical data

Provision of technical
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research (in
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The internal compliance cycle




Export Compliance in different settings
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Sensitivity-Processes-Obligations Method

L o Legal Obligations (e.g.
Sen5|t|V|ty of research Institutional Processes national law, internal
commitments)
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Sensitivity-Processes-Obligations: Cont'd

O O phase: risk assessment at macro-level:
Key competencies & scope

Type of research

Main partners and funding sources

Governance model & level of awareness

1st phase: risk assessment at micro-level.:
Sensitivity of research- institutional Processes in place - Obligations

Design an ICP (mitigating measures)

2nd phase:
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Implementation, review and adjustments



A method for implementing internal

controls: the JRC case

Type of Activities JRC Institutional Processes

I. Exporting and importing Internal Customs Office

1. Contracting with international partners: Approval and risk assessment of projects

Staff employment contracts: Approval procedures

Procurement: Centralised procedures

I1l. Patenting: Specific procedures and advice

IV. Publishing: PUBSY publication system

V. Electronic exchanges: ICT security procedures

V1. Foreign visits: Security procedures for EU and non-EU visitors,

employees etc.
VIl. Travels abroad: Mission approval scheme (MIPS)



Export compliance In practice: lessons
learned

’ Clear mandate

' Threat perception

‘ Structure vs. integration

‘ Good management S good compliance practice



What is the added value of ICPs?

A way of doing business responsibly

Increase the awareness within companies & infusion of an
export control culture

Improvement of the communication between the competent
authorities and the exporters

Assurance of the safe delivery of commodities to lawful end-
users (contributing to non-proliferation)

Saving exporters from contraventions of export control law
(...and subsequent penalties)

Effective tool to anticipate and cope with the most intriguing
cases (e.g. iIntangible transfers of technology)




Can we ever address everything?




Sources of iInformation:

» https://publications.europa.eu/en/publication-detail/-/publication/7aa93b6b-f5bb-11e7-b8f5-01aa75ed71al/language-
en/format-PDF

» https://strategictraderesearch.org/strategic-trade-review-archives/

* https://projectalpha.eu/academia/

* http://www.esu.ulg.ac.be/index.php?serv=49&m=49 pub



https://publications.europa.eu/en/publication-detail/-/publication/7aa93b6b-f5bb-11e7-b8f5-01aa75ed71a1/language-en/format-PDF
https://strategictraderesearch.org/strategic-trade-review-archives/
https://projectalpha.eu/academia/
http://www.esu.ulg.ac.be/index.php?serv=49&m=49_pub

THANK YOU FOR YOUR ATTENTION



