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In planning and performing our audit of the financial statements of the Science and
Teciinology Cepter of Ukraine for the year ended 31 December 1993 we, noted certain
weaknesses in the design and operation of the internal control structure. These weaknesses, in
our judgment, gould adverselv affect the organization’s ability 1o record, process, summanze, and
) report financial data consistent with the 253¢rlens of management in the financial statements We
o considerad these weaknesses in determuining the nature, timing, and extent of the audit procedures
necessary 1o audit the fAnancial statements. and did not necessaniy disclose all the weaknesses in
the internal control structure,

During our January 1997 visit 1o the STCU, we noted that significant improvements to the
internal control structure were made in 1994 However, certain deficiencies in the design and
ogeration of thelinternal control structure still exist which may impact the STCU's abilitv 1o
preduce and repprt accurate and reliable fnancial informarian. Details of the internal control
deficiencies and pur recommendations to correct them are in the attached appendices. We
discussed our findings and recommendations with STCU management, and have included their
comments in the| attachments a5 well, We recommend that STCU management submit a
corrective action plan addressing these internal control deficiencies.

Our reporting of these matters is intended solely for the information and use of the Board of
Crovernors, manjgement, and others wathin the Scrence and Technology Center of Ukramne.
C - Please direct anv| questions to the undersigned or Seay Anne Sheley, Supervisory Auditor, at
telepnone number 49-611-380-7509, Our FAX number is 49-611-380-7507

sincerely,

[} 1|
LR
M. Wayne Goft
ranch Manager

Copy Furnished: |
United States’ Office of the Department of Defense (Comptroller)

)
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INADEQUATE DOCUMENTATION OF BANK RECONCILIATIONS

Condition:

The STCU s bank reconciliation procsdures do not provide an adequate audie trail betwesn
the transactions bpoked in the accounung records and the transactions on the bank statement
Addiuonally, the aciions taken o resolvs nen-reconciiing iiems ar2 not documenied on the

raconciliation waoi

kshest

Proper completion and documentation of bank reconciiiations are essential to the contcal af

casn. By properiy
HEMmS, the person
followed to venify
accounts. VWithou
provide an adequa

During our ray
reconcihiation wor
tound the reconci
recording the cash
In 4 manner which
suppoit the recond
reconcied to the b

S

documenung the recencilianion and actions taken to correct non-reconciiing

responsible for preparing the reconciliations creates an audit trail which can be

the cash booked in the accounting records agreas with the cash in the bank
¢ adequate documentation, 2ven a properly comoletad reconcilianon will aot
te audit trail.

new of the STCU's internal controls, we examined selecred 1996 maonthly bank

Ksheets to venfy they werg being properly compierad and documented. We
tions were done on a timely basis by someone independent of the DETSON
transactions. However, the reconciliations we reviewed wera not documented
allows for audit verification. The general ledger sransaction listing included to

ihation summary sheet did not include tick marks to indicate which items

ank statement and which items did not. In addition, the disposition of the non-

reconailing items was not adequately documented  Without this documentation, an audit traif

does not exist,

Recommendation:

We recommend the STCU revise their accounting practices 10 ensure each monthly
reconciliation war)tshce: 15 supported by 2 copy of the bank statement and a copy of the monthly
general ledger transaction listing, These sheers should include tick marks to indicate that the
individual transactons wers traced from the bank statement o the general ledger listing. For

items which don't

reconcile, a note should be included which expiains the reason the item doesn't

reconcile and the disposition or corrective action taken. The person responsible for reviewing the

maonthly bank reco
reconciliation befo

STCU Reaction:

nciliation should ensure the worksheet package adequatelv documents the
re the summary sheet is approved.

The STCU concurs with our findings and recommendation and will implement our
recommendations for future bank reconciliations.
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INADEQUATE POLICIES AND PROCEDURES FOR ACCO L"\Tl‘t{} AND CONTROL
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Condition:

The STCLT I4

ldcks formal w "::131’1 policies and proce
zonds and servic

and services

na

Ingdequate [mrr:ﬂ controls would r=

OF GOODS AND SERVICES ACQUIRE

dures for the zequisition and accounting of
2y internal controls for procassing vouchers for paviment of gocds
FRQUITE JS 10 a53ume maximum control

es and lacks

curing a financial
testing.

Adequate interna

Existence
invoice ar
internal va

statement audit which would require us to

control procedures for acquisition of goods 2

rsi
periorm masimum transaciion

nd sepvices includa

of supporting documentation such as purchase order, receiving report, and
ached to the voucher; cancellation of documents o prevent their reuse;
nfication of vendor's invoices, recelving raports, purchase orders, and purchase

reguisitions. The existence of supporting documents atiached 1o vouchers and their

internal va
recorded 4
consisten:

Prenumbers

vouchers,

would lower the risk that existn

Procaduras

¢ vouchers, receivin
for all prequmbered vouchers

requiring

recording o

rification 2nd cancsllation would mest she internal control cbjective that
dcquisitions are correctly valued
with the best interests of ¢

o wvalid and for 200ds and sérvices recely ed, and
he 5'1 Cu

& ra

g r=ports, and purchase orders and proceduras to accounr
; FeceIvIng reports, and purchase prders The use of
FECEIVING T2pOrts, and purchiase orders thar are prenumbered and accounted for
2 fransactions ars not accounted for

Ctransactions a5 soon as possible after the goods and

services have been recaived. Procsdures requiring recording transactions as soon as

possible afy
recorded o

Approval o
would Jows

Vernificatior
goods priod

er the receipt of
n a timely basis.

[ acquisitions at the proper level.
e the risk that acquisi

1 of receipt of zoods and services prior 1o payvment.
to payment reduces the risk of payment for non-existent coods or services,

goods and services would help ensure ITANsSactions are

Approval of acquisitions at the proper level

tion transactions are not authorized,

Verfication of receipt of
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i 2 sample of calendar year 1996 working cash transactions. Bankers Trust
0ds and services, and project costs incurred and noted the following consistent

rouchers had no supporting documentation arzached

ouchers lacked proger approval in zccordance with the STCU's own policies and
es. One emplovee approved his own travel voucher for pavment,

ntly all the vouchers reviewed had no indication of internal verification such as
the fooungs and extensions on invoices, comparing the voucher amount to the
nd other supporung documentation

ouchers had no documentation of receipt of goods. The STCU does not use
repors [0 document receipt of goods

* Significantly zll the vouchers had supporting documents that were not canceled.

s«  Several v

ouchers had no indication the transaction was posted. Our review was at |east

one monih after the transaction datz,

* One working cash voucher could not be located and two Bankers Trust (electronic
ransier} youchers had the same number. The contracior does nor use prenumberad

vpuchers)

Recommendation:

We recomme

nd the STCU impiement formal written policies and procedures for purchasing

and aceounting and control of goods and services acquired to include the following:

»  YVouchers

for goads and services zcquired should not be paid without adequate supporting

documentation such as invoice, receiving report, purchase order, and documentation of
proper aufhorization for the transaction.

* Procedures for internal venificauon (suchas math checks of amounts, verification that

types and
invaices,

quantties of goods ordered match goods received, etc.) of amounts on vendar
recelving repors, and purchase orders and cancellation of these supporting

documents once the goods have been received and paid, The payment voucher should
document the performance of these procedures.
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* Procedures requiring recording of rransactions 45 300N as possible after the goods and
services have been received or paid for  We recommend project Costs De recorded in the
ALcsss jpb costing data hase and admumisteative expenses recorded in ACCPAC within
one week. The posting date and other 2ccounting information (such as debit and credit
amountsiand account numbers) should be documentad on the voucher

* Use of raceiving reports to document the receipe of goods which are forwarded to the
dccounung department far comparisan o the invoice 2nd purchase order before payment
of the vopcher, When it is not pracical to obtain the receiving repon grior 0 payment,

we recorpmend the STCU follaw up on 2 umely basis to obtain the recerving documenss

* Purchasige procedures should be formallv written and approved by the sxecurive dirsctor

- In additign. the STCL should use preaumbared purcnase orders, and the chief

G' admimstrpnve officer should mainain a.buyer’s file for all acauisitions excegding 2 300
The buyer's file should contam documenrartion and information on competitive bids and
the rationale for vendor selection.

* The vouchers, receiving reports, and purchase orders should be prenumbered and
accounted for by independent ersonnel

STCU Reaction:

The STCU cancurs with our 2udit findings and recommendarions with the tollowing
excegtions:

* STCU states that they cannot wait until rece:pt of goods and services before making the
payment since Ukrainian vendors no rmally require fitll payment of the purchase grice prior 1o
delivery of zopds.

C * The STCU is not certain whether the use of prenumbersc documents is praciical but will
study our recommendation.

* The STCU does not require the use of purchase orders for project goods and servicas since
thetr approval Is contained in the project agreemenis.
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We offer the
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ents:

ollowing comments regarding the STCL rezction;

* We agree thay in some cases it would be difficult ro obtain delivery of zoods and services prior

t0 payment.

However the STCU shouid fallow up with the vendors in thase cases unul the

2oods and services ars deliversd and march the recaving documents to the paid invoices
g : g P

We agree wat the STCL that she use of purchase orders for project acquisitions is not

requirsd since approval 15 contained 1n the project agreements, However, we beljeve properiy
approved purghase orders should still he required for administrative purchases
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INADEQUATE PROCEDURES FOR ADMINISTRATIVE PAYROLL

Condition:

notad:

The STCU lacks adequace procedures for processing administrative pavroll

Specifically, we

* There is ro separation of duties between personnel, umekesping, and pavrol|
disbursement

*  Adminstrative emplovess do not cerify 1o time worked, and

Tl

* Admimstrative emplovees da nor document that they received the net pay specified in the

pavroll reg

To ensure recprded payroll payments are for work actually
formal written policies and procedures for

STCU must have
These policies ang
timekeeping, and

end

The chief adm

payroll disbursements functions. A fundamental
15 that no one perjon or deparsmient should handle all aspects of 1 trznsaction from Deginning to

otids

performed by valid employees, the
the administranive pavroll function,
procedures should require a separation of duties berween the oersonnel,
concegt of accounting conrol

nistrative officer of the STCU s currently responsible for maintaining personnel

fecords, umekeeping, and disbursing payroll in cash forthe administrative gmployees of the

STCU. Tn addition, the timesheers submitied 10 record hours worked are

administrative emg
net pay.

The lack of the
payments are not v

Recommendation:

We recommend
administrative payr

« Separation of d

not signed by the
lovees, and the employees do not document the amount of cash recéjved for

above key internal controls would increase the risk that

recorded payroll
alid or reasonable and/or for work actually pertormed.

the STCUI establish formai written policies 2nd procedures for the
oll function to include

Lties between personnel, umekeeping, and payroll disbursement

* Requirements for employess to sign umesheets to certify hours worked

* Signatures of each employee testifying to the amount of net pay receivad in cash.




Requirementsifor the pavroll transacions to be 2xamined for reasonabl
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2nes5 on a periodic
or payroll dishursement.

basis by an individual independent of personnel, timekeeping,
STCU Reacti

The STCU

concurs with the audit findings and recommendarions and has begun

COrrecrve act
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INADEQUATE PROCEDURES TO ASSURE FULL DISCLOSURE OF
RELATED PARTY TRANSAC TIONS

Condition:

The STCL dogs nor have adequate policies and procedures in piace to assure 84 disclosure
of refated party wransactions

Financial stazement disclosurs of 4l matenial related partv transacrions is required by
[nternational Accon nting Standard 24 Transactions berween related parties must be accounted
for in 2 manner which redects the rrue 2CON0Mmic substance of the transaction rather than the legal
torm of the Lra[’tsac:fﬂﬂ These transactions cannor be presumed to be carried out at arm's lenosh

when one related party fas the ability to significantly influencs the management or operazing
policies of the related partv

The STCU does not require key management employess to complete conlict of interest
statements, Conflict of interest statements dre annual siatements compieted by an individual 1o
disclose all organizations with which the persen has a personal financial interest (refated parties)
The Chief Financial Officer {CFO), who approves all requests for payment, is the only exscutive
officer who has compieted such 2 statement. These financial statements should be completad oy
any person having a|direct or indirect infiuence on the purchasing and approval of purchases of
200ds and services. |At a minimum, this would include the Executive Director and Chief
Adminstrative Officer in addition 1o the Chief Financial Officer. At this ume, submission of the
Enancial statement by the CFO miti gates the severity of this deficiency on the Integrity of the
hinancial statements faken as a whole

Nonetheless, we continue to consider this condition 1o be a deficiency because the STCU
cannot review and adequately disclose related party transactons if they are unaware of the
companies with which its board members and key employees are affiliated. Failure 10 require
these emplovees to sibmit conflic: of interest statements increases the risk that significant related
party transactions will not be properly disclosed in the financial statements,

Recommendation:

We recommend the STCU require key employees to complete a conflict of interest statement
0n an annual basis which discloses al] compantes in which the employee has a financial Interest
STCU management should review material transactions with related parties to assurs the amounts
booked in the general ledger reflect the economic substance of the transaction and to determine
whether financial statement disclosure of the transaction is required
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STCU Reaction:

The STCU doss not concur with the audit findings or recommendations.

Auditor’s Commeénts:
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The STCU hasinot furnished a reason for not concurring with the audit findings and
recommendation. We maintain our position unal the STCU furnishes z valid reason why thev
should not have key emplovees G{JT[I[JI!E:'E contlict of intersst statements 1o ensure compliance with

[nternarional Accoun:: ng Siandar
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MONTHLY AND YEAR END CLOSING OF BOOKS

The 5TCU ’acﬁh formal written polictes and procedures for the maenthly and vear-end closing

of books.

Commen ag
accounting mor
gcgountng info
Consisient appl
and Iintegrity of

Recommendat

We recomm
the accounting &

o Closa th

lcounting praciice is to close outa “"m']ﬁ within 1-2 weeks after the end of an

th. This discipline is necessary in order 1o produce relevant and reiiable
rmaiion tg be used as a basis for budgetary control and managerial decisions.
cation of monthly and year-end close-out procedures would increase the reliability

{interim and final financial stataments,

an:

end the STCU establish and implement writien policies and procedurss requiring
tafl to perform the following procedures on a monthly basis:

e books and records as soon as practical after month end.

* Print an

maintamn the period’s general ledger rransaction listing, batch lisunes, and all
h (=1 =

sup,ﬂoﬂ:ilng source and posting journals

P [
. F'ermrm;

» Periorm

s«  Perform

exa.mple'

a count of working cash by someone independent of the treasury function

| .
ia bank reconciliation.
|

| — " o
reconciliation of general ledger control accounts to subsidiary ledgers. For
reconcile the accounts payable subsidiary ledger to the accounts payable general

ledger aclcaunt{s} and reconcile the Access job costing database ta the general ledger
Project expense accounts.

|
STCU Reacrtion:

The ST

U concurs with the audit findings and recommendations and is currently drafting

procedures for vear-end closing of the books.



