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DEFENSE CONTRACT AUDIT AGENCY

NORTHEASTERN REGION

EUROPEAN BRANCH OFFICE

UNIT 29263, BOX 1500

APO AE  09096

IN REPLY REFER TO 2191-99P10250204





1 October 1999

Board of Governors

Science and Technology Center in Ukraine

Laboratornij provulok, 3

Kyiv, 252133 Ukraine

In planning and performing our audit of the financial statements of the Science and Technology Center in Ukraine (STCU) for the year ended 31 December 1998, we noted several weaknesses in the design and operation of the internal control structure.  These weaknesses, in our judgment, could adversely affect the organization’s ability to record, process, summarize and report financial data consistent with the assertions of management in the financial statements for calendar year 1998.  We considered these weaknesses in determining the nature, timing and extent of the audit procedures necessary to audit the financial statements.  We did not necessarily disclose all the weaknesses in the internal control structure.

We reported the details of the internal control deficiencies and our recommended corrective actions in the attached Appendix.  We discussed our findings and recommendations with the STCU management and included their comments in the Appendix as well.

This report is intended solely for the information and use of the Board of Governors, management, and others within the Science and Technology Center in Ukraine.  Please direct any questions to the undersigned or Ms. Cathy Trujillo, Supervisory Auditor, at telephone number 49‑611-380-7509.  Our FAX number is 49‑611-380-7507.

Sincerely,
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Copy to:


United States Department of State 


Bureau of Political and Military Affairs (Ms. A. Harrington) 

1.
LACK OF TIMELY TRANSACTION RECORDING AND CLOSING PROCEDURES 


Condition:


Common accounting practice is to close out a year within one month after the end of a fiscal year.  This discipline is necessary in order to produce relevant and reliable accounting data to be used as a basis for budgetary control and managerial decisions.  During our audit fieldwork in April 1999, we noted the STCU had not closed the accounting records for calendar year 1998. As a result, ACCPAC, STCU’s accounting software did not allow any transactions to be entered for calendar year 1999.  STCU assumed that the 1998 accounting records were not to be closed until the auditors had reviewed the 1998 transactions.


Closing the accounting records timely would decrease the probability of errors and omissions.  Additionally, it would permit an auditor to review transactions in a subsequent year to determine if there were unrecorded transactions, such as additional liabilities.  


Recommendation:

We recommend that STCU initiate procedures for timely closing of the accounting records.


STCU’s Reaction:


The STCU’s Chief Financial Officer (CFO) advised us that STCU would implement procedures to ensure timely recording of transactions and closing of accounting periods.

2.
LACK OF TIMELY BANK RECONCILIATIONS 


Condition:


As a result of not recording the transactions timely, the STCU did not perform any bank reconciliations for 1999.  Completion of bank reconciliations is essential to the control of cash. Bank reconciliations are critical in disclosing potential errors or unlawful activity, such as bank mistakes in amount or unauthorized payments and/or withdrawals.  By properly documenting the reconciliation and actions taken to correct non-reconciling items, the individual responsible for preparing the reconciliation creates an audit trail which can be followed to verify that the cash booked in the accounting records agrees with the cash in the bank accounts.


Recommendation:

We recommend that STCU initiate procedures to ensure timely reconciliations of bank accounts.


STCU’s Reaction:

The STCU’s CFO stated that STCU would initiate procedures to ensure that bank reconciliations are performed timely.
3.
LACK OF RECONCILIATION PROCEDURES BETWEEN PROJECT COSTS RECORDED IN THE GENERAL AND SUBSIDIARY LEDGERS

Condition:


The STCU lacks policies and procedures that require the reconciliation of project costs between the general ledger control account and the detailed projects in the subsidiary ledger.  The STCU accounts for project costs on a daily basis using a database program.  This database serves as the subsidiary ledger for project costs.  The financial statements are prepared using data from the general ledger module of STCU’s accounting software program.  The inputs for project costs in the general ledger are quarterly financial reports submitted by project recipients.  The general ledger program and the database used as the subsidiary ledger are not linked to one another.  Therefore, a reconciliation should be performed on a regular basis and at year-end to ensure all project costs paid are reflected in the financial statements.  We performed a reconciliation of twenty projects for calendar year 1998 and found numerous differences between the costs reflected in the general ledger and the subsidiary ledger.  Periodic reconciliation between the general ledger control account and the subsidiary ledger database would ensure project transactions are recorded properly.  


Recommendation:


We recommend that STCU develop and implement policies or procedures that require periodic reconciliations between the project cost general ledger control account (ACCPAC) and the subsidiary ledger database (ACCESS).


STCU’s Reaction:


The STCU’s CFO stated that STCU would ensure that the reconciliations of project costs are performed on a regular basis and at year-end.

4.
LACK OF INDEPENDENT REGULAR CASH COUNTS

Condition:


The STCU accounting staff does not perform regular, independent counts of the petty cash fund.  In addition, the STCU staff did not document the results of the cash count conducted in December 1998.  Independent cash counts should be performed periodically to reduce the potential for errors and omissions.  A cash count at year-end is necessary to determine the accuracy of the balance for financial statement purposes.  The lack of independent, regular cash counts increases the risk for errors and potential misuse of funds.


Recommendation:

We recommend that STCU implement a policy that requires a regular independent cash count, with adequate supporting documentation.  We further recommend that STCU perform a cash count at year-end and adequately document such counts.


STCU’s Reaction:

The STCU’s CFO stated that STCU would implement a policy to perform independent cash counts during the year and at year-end and document the results of the counts.
5.
LACK OF CURRENT CHART OF ACCOUNTS

Condition:


The STCU has made changes to its accounts within the general ledger.  However, it has not formally updated the documented Chart of Accounts.  A current Chart of Accounts is necessary to ensure that the accounting personnel classify transactions accurately in the general ledger in accordance with management objectives.  The lack of an accurate Chart of Accounts increases the risk of errors in the recording of transactions.


Recommendation:

We recommend for STCU to develop and implement a policy to update in a timely manner the Chart of Accounts for all significant changes.


STCU’s Reaction:

The CFO acknowledged our concern and stated he would ensure that the Chart of Accounts would be updated.

6.
LACK OF MANAGEMENT APPROVALS OF TRANSACTIONS

Condition:


The STCU’s procedures that require written approvals on payment and expense vouchers were not appropriately implemented.  Evidence of proper approvals is necessary to ensure transactions are valid and to safeguard assets.  During our audit we noted that there was no documentation to support the STCU’s management approval of petty cash transactions, working cash vouchers, the settlement of cash advances, the replenishment of petty cash vouchers, and the deviation from travel policy related to lodging rates.  The lack of documented approval increases the risk of errors and unauthorized transactions.


Recommendation:

We recommend the STCU ensure that proper approvals are documented on all payment and expense vouchers as required by its policies and procedures.  In addition, we recommend the STCU institute a policy to require management approvals for all instances where travel costs exceed the maximum amounts established by management.


STCU’s Reaction:

We discussed our concerns with the CFO.  He stated that STCU would ensure that proper approvals are evident where necessary.
7.
INADEQUATE REVIEW AND APPROVAL OF PARTICIPANT AGREEMENT LETTERS

Condition:


Our audit disclosed the procedures related to the review and approvals of participant agreement letters are inadequate.  Every project participant is required to sign a participant agreement letter with the STCU.  This agreement explains the project they are to work on, timekeeping requirements, and rate of daily pay.  Currently, the CFO is required to review and sign the participant agreement letters at project inception.  However, during our audit, we found several participant letter agreements that did not indicate the approval of the STCU management. Furthermore, we found several cases where the rate of daily pay specified in the participant agreement letter did not agree with participant’s rate of pay noted in the project agreement.  We discussed this matter with the CFO who stated pay rates specified in the participant agreement letters were not verified to the project agreement before approval.


Recommendation:

We recommend the STCU implement procedures to ensure an approved participant agreement letter is on file before a participant is paid.  Furthermore, we recommend the participant agreement letters be approved by an STCU Deputy Director in addition to the CFO.  This would ensure participants are being paid the daily rate of pay they are entitled to.  Any differences between the participant agreement letter and the project agreement should be explained and documented in STCU’s project files.


STCU’s Reaction:


The STCU’s CFO stated he would consider the recommendation concerning the approval of participant agreement letters by a deputy director.  The STCU’s CFO, stated however, he did not believe that difference between the actual rates paid to project participants and rates specified in participant agreement letters was a significant concern.


Auditor’s Comments:


We believe any difference in pay rate is significant, because the participant agreement letters could be considered contractual.  As such, the participants could go to the STCU and request back pay for the differences between the actual paid rate and the agreed to rate.
8.
LACK OF YEAR 2000 COMPLIANCE PLAN

Condition:


The STCU lacks an adequate year 2000 (Y2K) compliance plan.  Year 2000 computer problems could cause the STCU’s systems to shut down or malfunction, which could result in erroneous accounting data.  During the first week of fieldwork for the calendar year 1998 financial statement audit we noted that the STCU’s accounting software was not Y2K compliant and required a software patch. 


Recommendation: 


We recommend that STCU develop a plan to assess and alleviate the effects of the Y2K issue on its computerized systems (hardware and software).


STCU’s Reaction:


The STCU has designated the Deputy Director from the European Union to develop a Y2K compliance plan. 

9.
LACK OF DOCUMENTATION OF APPROVED UKRAINIAN BUDGET PAYMENT ORDERS


Condition:


Our audit disclosed that STCU does not maintain documented management approval of Ukrainian budget expenses.  Documented management approval is required to ensure the validity of transactions.  The STCU accounting staff stated the CFO approves all Ukrainian budget payment orders, however, copies are not kept to document this approval.


Recommendation:

We recommend the STCU implement a policy to ensure copies of the approved Ukrainian budget payment orders are retained.
STCU’s Reaction:


The CFO stated he would ensure copies are kept in the future.
10.
PROJECT TRAVEL POLICIES NOT UPDATED

Condition:


The STCU has made changes to the project travel policies; however, its written procedures have not been updated and/or formalized.  Policies and procedures should be updated when changed to ensure compliance among staff and consistent accounting treatment of transactions.


Recommendation:

We recommend the STCU update and formalize its written policies and procedures regarding project travel costs. 
STCU’s Reaction:


The CFO stated that STCU is in the process of updating and formalizing all of the STCU’s policies and procedures.
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